In recent years, digital watermarking has become a popular technique for hiding information in digital images to help protect against copyright infringement. In this paper we develop a high quality and robust watermarking algorithm that combines the advantages of block-based permutation with that of neighboring coefficient embedding. The proposed approach uses the relationship between the coefficients of neighboring blocks to hide more information into high frequency blocks without causing serious distortion to the watermarked image. In addition, an extraction method for improving robustness to mid-frequency filter attacks is proposed. Our experimental results show that the proposed approach is very effective in achieving perceptual imperceptibility. Moreover, the proposed approach is robust to a variety of signal processing operations, such as compression (JPEG), image cropping, sharpening, blurring, and brightness adjustments. The robustness is especially evident under blurring attack.
Introduction
The development of digital services has created new requirements for multimedia security and copyright protection techniques. One of the more popular techniques is digital watermarking, which secretly embeds information in ordinary binary images (e.g., scanned text, figures, and digital signatures). In general, changing the image pixel value by a small amount is imperceptible to the naked eye. The hidden data can then be detected or extracted later on by secret keys for copyright verification.
In the literature, several researchers have investigated digital watermarking [1] - [5] . Cox et al. argued that inserting a watermark in the DCT domain would make it robust to signal processing operations [6] . Fei et al. proposed an algorithm for improving resistance to compression [7] . Kii et al. used patchwork to endure cropping of the image [8] . Wu and Hsieh used zerotree of DCT to extract embedded watermarks from images without the need for the original image [9] . Tang et al. developed a robust watermarking scheme that combines the advantages of feature extraction and image normalization to simultaneously resist image geometric distortion and reduce watermark synchronization problems [10] . Kang marking scheme that embeds messages in the DWT domain and templates in the DFT domain to resist both affine transformations and JPEG compression [11] . Many literatures have discussed blind watermarking nowadays, since it does not require the original image during watermark recovery. Hernadez et al. uses 2-D multipulse amplitude modulation and spread spectrum to embed bit sequences in images [12] . Wang and Pearmain proposed a robust MPEG-2 video watermarking technique to resist geometric [13] . [14] uses hash function to hide the watermark in the least significant bit. However, the quality of these blind watermarkings is not powerfully as well as non-blind watermarks [15] . A non-blind watermarking still can protect copyright well because the original image must belongs to its author. Besides, a more robust and higher image quality watermarking is required substantially for authors. In this reason, we focus our target on a very high quality and robust non-blind watermarking.
In order to realize perceptual imperceptibility, blockbased permutation mapping is proposed in several researches. Lin and Chen achieved the permutation mapping by computing the number of non-zero DCT coefficients in each block [16] . Hsu and Wu used variance of each block in spatial domain to perform the permutation mapping [17] . Furthermore, Hsu's approach improved the robustness by embedding the watermark according to the relationship between neighboring blocks. However, this combined method, decreases the image quality making differences between the original and the watermarked images easily discernible by the human eye.
In this paper, we develop an effective watermark approach, which improves the imperceptibility and robustness. The proposed method reduces the mismatch between block-based permutation mapping and neighboring coefficients embedding. It leads to a very high quality embedded scheme. According to the high quality embedding, we can hide some information in low frequencies to improve the robustness of our method. Hence, our approach is extremely robust to signal processing, and therefore, attempts to remove watermarks by methods, such as JPEG compression, cropping, sharpening, blurring, and brightness adjustment will be unsuccessful. The experimental results verify that our approach improves imperceptibility of watermarks and robustness.
The rest of the paper is organized as follows. In Sect. 2 we introduce the characteristics and problems of blockbased permutation and neighboring block embedding. SecCopyright c 2007 The Institute of Electronics, Information and Communication Engineers tion 3 describes the proposed embedding method. The experimental results are presented in Sect. 4. A conclusion is drawn in the last section.
The Relationship between Block-Based Permutation Mapping and Neighboring Block
Block-based permutation mapping is a mechanism for hiding watermark information into higher frequency blocks. Since high frequencies are inconspicuous to the human eye, using block-based permutation mapping can improve the quality of the watermarked image. Furthermore, hiding the coefficients of neighboring blocks is an approach that uses similar yet disordered data instead of using a binary pattern watermark. Although this embedding method can improve the robustness of watermarked images, it is difficult to obtain similar data from neighboring blocks after block-based permutation mapping. Since the coefficient's distribution in the high frequency block differs from the distribution in the neighboring block, we can conclude that there is serious noise and distortion in the high frequency blocks of the watermarked image. For example, Figs. 1(a) and (b) show the middle-frequency coefficients picked up from the high frequency block and its neighboring block, respectively. Note that the block size is 8 × 8, and the selected coefficients can be represented by a 4×4 matrix. We can observe that the distributions in these two matrices are extremely different. On the other hand, Figs. 2(a) and (b) show the middle-frequency coefficients picked up from a low frequency block and the neighboring block, respectively. In this case the coefficients of the low frequency block are close to the coefficients of the neighboring block. The fact that coefficients of neighboring blocks in high frequencies are dissimilar confirms that hiding most of the data in high frequency blocks causes (a) (b) (c) Fig. 1 The middle-frequency coefficients of (a) the neighboring high frequency block, (b) the high frequency block, and (c) the embedded result of high frequency block obtained by original approach.
(a) (b) (c) Fig. 2 The middle-frequency coefficients of (a) the neighboring low frequency block, (b) the low frequency block, and (c) the embedded result of low frequency block obtained by original approach. serious distortion to the watermarked image. Figure 1 (c) and Fig. 2 (c) illustrate the watermarked results of the high and low frequency blocks, respectively. The modified coefficients are shaded in the figures. Obviously, the variation in the high frequency block is larger than in the low frequency block. For this reason, differences between the original and the watermarked image can be distinguishable by the human eye. Figure 3 shows a closeup of the eyes from the famous test image, Lena, where we can easily observe degradation to the left eye.
Hsu and Wu proposed the use of a threshold to preserve the quality of an image but did not define a method to process data that are higher than the threshold. Since most data hidden in high frequency blocks are dissimilar, a lot of embedded data exceed the lower threshold, producing a watermark that is not very robust. However, setting a higher threshold allows serious noise to pass through the threshold filter. To solve the problem of a mismatch between blockbased permutation mapping and neighboring block embedding, we propose a new method to hide irregular data with high quality in the next section.
Proposed Method
Before describing the proposed algorithm, we make some assumptions. Let H be the original gray-level host image of size N 1 ×N 2 , which is divided into blocks of size 8×8 pixels. The original image H is represented as follows:
The Fig. 3 (a) The original Lena image, (b) watermarked Lena image obtained by [17] , (c) the eyes part of original Lena image, and (d) the eyes part of watermarked Lena image obtained by [17] .
nizable binary pattern where
The embedding and extracting methods are described in the following subsections.
Embedding Process
We adopt the pseudo-random permutation and the blockbased permutation mapping proposed by Hsu and Wu [17] in the first stage. The original watermark W o is first permuted by a predetermined key to generate the permuted watermark W p . Then, the block-based permutation mapping perform the corresponding relationship between W p and H. Thus, we can obtain a sorted watermark W b according to the blocks of host image H. The block-based W b is represented as follows:
After completing the preceding steps, each block of the host image is transformed independently by forward discrete cosine transform (FDCT) [21] , i.e.
is obtained by applying FDCT to each block h n :
Since the human eye is more sensitive to noise in lowerfrequency coefficients and the noise in the high-frequency range might be discarded after quantization operations of lossy compression, most of studies extract the middlefrequency coefficients and embed W b to this region. Figure 4 shows an example of middle-frequencies selection.
However, the major disadvantage of middle-frequencies embedding is hard to resist the attack of middlefrequency filter or blurring. Hence, we hide a part of information to low-frequency region in proposed method. Due to hide data in low-frequencies will decrease the image quality, we propose a high quality embedded scheme to keep imperceptibility later on. The embedded region is defined by the following steps:
Step 1: Define σ 2 is the number of embedded pixels in a block:
Fig. 4 The example of middle-frequency coefficients reduction.
where k = 1, for a binary watermark 8, for a gray-level watermark (4) and 0 < σ ≤ 4.
Step 2: Select σ 2 coefficients from low-frequencies to middle-frequencies. The selection order can be defined by users to protect the secret data, but it should follow the rule that the coefficients in the low-frequency have higher priority than that in the middle-frequency.
Step 3: Collect selected coefficients to compose a reduced image, i.e. Figure 5 shows the examples of selected region when σ is 1, 2, 3, and 4 respectively. We choose low-and middlefrequency coefficients when σ = 4, and we only select lowfrequency coefficients when σ = 2. Obviously, the coefficients of low-frequencies are selected firstly. As a result, the embedding method can resist the attack of middle-frequency filter. We call this selection scheme as smart distribution technique (SDT). After deciding the embedded region, the corresponding embedding method is proposed as follows. In order to create similar embedding coefficients, we reduce the range of the neighboring block y n−1 to y n−1 :
where α and β are positive integer constants defined by the user and α + β > y n−1 > β. The choice of α and β allows a trade-off between image quality and robustness. Next, we use y n−1 instead of y n to perform the hiding process, and we have the following equation:
where
and
Therefore, the embedded imageŶ can be obtained from the modified middle frequnecy coefficientsŷ n together with the original high-and low-frequency coefficients. Finally, we can obtain the watermarked imageĤ after inverse discrete cosine transform (IDCT) ofŶ. It is clear that the maximal difference between y n and y n is limited by the value α + β, and we can still keep the embedded data disordered. Since the modifications required are relatively small, the watermarked data is more similar to the original data, and therefore, the quality of watermarked image can be improved effectively. 5 The example of embedded coefficients reduction for proposed approach. Fig. 6 The example of middle-frequency coefficients reduction. Figure 6 shows the steps of proposed embedded method. It is obivously that y n−1 is limited between α + β and β (assume α = 9 and β = 3). Besides, the distribution of y n−1 is more discrete than y n−1 . Finally, we can see that the distribution of watermarked coefficientsŷ n is very similar to original coefficients y n .
Extracting Process
Extraction is done by retrieving watermarked information from the DCT domain and therefore requires that both the original image H and the watermarked imageĤ be transformed to the DCT domain.
The extracted watermark represented by w n can be obtained by a comparison of the middle frequency coefficients:
Finally, the extracted watermark W o can be obtained by performing an inverse permutation operation.
When this approach is attacked by an image process, a white point can be extracted correctly if the modification is smaller than β, and a black point can be extracted correctly if the modification is larger than α+2β. Thus, we can be sure that some of the extracted points must be correct. Moreover, the proposed method can hide part of information to low frequency without losing imperceptibility. Therefore, our proposed method is more resistant to an attack filter than the original algorithms, in particular, to a middle-frequency filter.
Experimental Results
To estimate the quality of our method, we used the peak signal to noise ratio (PSNR) to evaluate the distortion of the watermarked image.
PSNR(db) = 10 log 10 255
where MSE is the mean square error between a watermarked image and its original. Since the extracted watermark is a visually recognizable pattern, we define a normalized correlation (NC) as a similarity measure between the referenced watermark W o and extracted watermark W o .
where 0 < NC ≤ 1. This provides an objective measure of the extracting performance.
To evaluate the performance of our proposed approach, the 512 × 512 "Lena" image and the other well-known benchmarks were used. The watermarks are boldface text, lightface text, logo with text, and logo as shown in Fig. 7 . The boldface text, "NTUST LPS LAB" watermark, has more black point than others. We use it to test the quality of watermarked image. The lightface text, "Jim's signature," is used to test visually extracted watermark. "Logo with text" and "logo" are used to test graphic pattern embedding. We selected four non-blind watermarking algorithms to give a comprehensive comparison with our approach. Hsu's method includes permutation mapping and neighboring coefficients embedding [17] . Compared with this method, we can prove that our proposed method reduces the mismatch between block-based permutation mapping and neighboring coefficients embedding. Due to DWT is frequently used in recent watermarking schemes, we compare with the DWT-based watermark algorithm proposed by Hsieh [18] . This comparison can indicate that the proposed method based on DCT domain is very suitable to hide data. For the discussion of embedding region, Lin's method also hide data into the low-frequency coefficients [19] . Hence, this comparison can display the performance of these two methods. Finally, since several researches have discussed how to hide a large number of watermark bits to an image, we compare our proposed method with a gray-level scheme Bit-plane:1 * The result is produced by using the "NTUST CSIE CMLAB" watermark in original paper [17] . @ The result is made by Lin's method [19] (embedded bits is 4096).
proposed by Niu [20] . Thus, our approach can be objectively estimated and appraised. Firstly, we will prove the proposed embedded scheme has very high performance in Sect. 4.1. In Sect. 4.2, the complete flow of proposed algorithm is simulated. Moreover, we test the proposed algorithm in different benchmarks and different watermarks. The robust experiment is shown in Sect. 4.3.
The Quality of Proposed Embedded Scheme
In this experiment, we compare the quality of proposed embedded scheme with the other algorithms. Thus, the watermark is hidden in middle-frequencies without using SDT as shown in Fig. 4 . The test images are Lena image for each algorithm. We use "NTUST LPS LAB" image which has more black points than the other algorithms as our watermark. Assume α = 9 and β = 3. Table 1 shows the quality results (PSNR) of watermarked image. The different size of watermarks is listed in the first column. It is clearly that the proposed embedded scheme is more effective than the other algorithms. Especially, the PSNR of 1024 bits embedding can reach 60.45 dB. Figure 8(a) shows the result of 65536 bits watermark embedding which is the worst quality (a) (b) Fig. 8 (a) The watermarked image obtained by proposed embedded approach (PSNR=43.23), (b) the eyes part of watermarked Lena image obtained by proposed embedded approach. of proposed method. However, we can see that a close-up of the eyes of watermarked Lena image as shown in Fig. 8(b) is very similar to the original image as shown in Fig. 3(c) . Therefore, SDT can be used to hide part of information in low-frequencies without losing imperceptibility. The experimental results of complete proposed algorithm are shown in Sect. 4.2.
Complete Simulation
In this section, we simulate complete flow of proposed mehtod. The quality results of different watermarks are shown in Table 2 . We use Lena image as the test image. Intuitively, using SDT will decrease the PSNR of small watermark embedding. However, each test watermark is greater than 39 dB. It shows that the image quality of proposed algorithm is promising. Besides, the extracted watermarks are very similar to Fig. 7 . The NC value of these four kind watermark extracting are larger than 0.98. Thus, the proposed algorithm is effective to embed secret data such as scanned text or logo. It is interesting to note the PSNR of "NTUST LPS LAB" watermark embedding. Although these results are not as good as Table 1 , these results still higher than the other algorithms substantially. The worst quality of these three watermarked images is 39.3 dB, and this watermarked image is shown in Fig. 9 . We can see that Fig. 9(b) is also very similar to the original image as shown in Fig. 3(c) . Therefore, we can use SDT to increase robustness and keep the imperceptibility for watermarking. The robustness experiment is shown in Sect. 4.3. Table 3 shows the experimental results of the other well-know benchmarks for our proposed algorithm. The "NTUST LPS LAB" is used as the watermark again. Obviously, the results of each test image has a high quality as well as "Lena" image. Table 4 shows the watermark extraction results after JPEG lossy compression. We rate the attacked degree by JPEG rate and PSNR. Besides, NC value shows the major quality of robustness. Apparently, the proposed method is more robust than others. It means that the SDT can increase the robustness significantly by hiding part of information in lowfrequencies. The NC values of the proposed method are collected and illustrated in Fig. 10 . It is reasonable that as the compression ratio increases, the PSNR decreases. However, for all compression ratios, the NC values are improved with the proposed method. Moreover, we can see that the extracted quality of smaller watermark is higher than lager one at the same compression ration. It demostrates another advantage of SDT. Figures 11 and 12 show the extracted watermarks from each compressed image. Table 5 shows the results of applying sharpening, blurring, cropping, and brightness adjustment attacks to the watermarked image. We compare the proposed method with Hsu and Hsieh's approach. In the proposed approach, the 256×256 and 128×128 watermark are listed to illustrate the robustness in different size of watermark. The PSNR estimated after attack, loss quality, and NC value are also listed for each method. Figures 13 and 14 show the attacked version of the watermarked images and the corresponding extracted watermarks, which are all still distinguishable from the original watermark obviously. Although Hus's algorithm has a higher NC value under the attack of sharpening, the result of our approach is very close to the original Table 3 Test some images of different resolution and different watermarks. one. It is noteworthy that for all other attacks, the proposed method outperforms the original scheme. In particular, we can observe that the NC value is significantly improved un- der a blurring attack. Therefore, the proposed method not only delivers higher quality watermarked images but is also more robust to attacks.
Attack Simulation

Conclusion
In this paper, a high quality robust digital watermarking is proposed. This proposed method overcomes the problem between block-based permutation mapping and embedding method and is robust to many attacks, especially blurring. Simulation results verify the imperceptibility and robustness of the proposed watermarking scheme with substantial increase in PSNR and improved NC value under various attacks. In future work, we plan to apply the proposed approach to other transform domain watermarking methods, such as wavelet and Fourier transform domain, that disorderly hide data with block-based operations. 
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